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Real-Time Systems and Temporal Isolation

Real-time systems power our world today



Real-Time Systems and Temporal Isolation

Modern systems may integrate components from various vendors
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Real-Time Systems and Temporal Isolation

Integration opens the door to security vulnerability
through real-time scheduling
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Our Contributions

• Braided virtual timeline: a novel language-based abstraction for the formal 
reasoning of dynamic-priority schedulers

• A fully verified real-time OS kernel with budget-enforcing EDF partitions

• A mechanized proof of temporal isolation between partitions (no 
information leakage through real-time scheduling)

• Artifact available:   https://flint.cs.yale.edu/publications/compvtl.html

https://flint.cs.yale.edu/publications/compvtl.html


Real-Time Systems and Temporal Isolation

Isolation is key in ensuring the security of modern real-time systems

• Memory resource: isolation through virtual memory

• Time resource: isolation through real-time scheduling

• Real-time task: requires budget (e) amount of time within every period (p)

• Real-time partition: hosts a group of tasks within the partition budget (C) and period (T)



Background 1: Task-Level Scheduling

Real-time periodic scheduling
• CPU time divided into units of time slots
• Period p: a task repeats its execution during each period

• Budget e: a task executes for (at most) e time slots during each period

0 1 2 3 4 5 6 7 8 9 10

A valid schedule of task 
𝜏 = (𝑒:= 3, 𝑝 ≔ 5)

p = 5 p = 5

e = 3 e = 3



Background 1: Hierarchical Scheduling

• CPU time is divided among partitions
• A partition’s time slots are further divided among tasks

Π! = (2, 5)
𝜏! = (1, 6)

𝜏" = (2, 15)
Π" = (2, 4)

0 1 2 3 4 5 6 7 8 9 10

Partition-level scheduling: 
earliest-deadline-first (EDF)

0 1 2 3 4 5 6 7 8 9 10

Task-level scheduling in Π!

𝜏! 𝜏"𝜏" 𝜏!



Challenge 1: Information Flow Vulnerability 

Though access to global time is prohibited, Π, (from Vendor A) learns 
about Π- (from Vendor B) by observing Π,’s own tasks.

Π! = (2, 5)
𝜏! = (1, 6)

𝜏" = (2, 15)

Π" = (2, 4)

0 1 2 3 4 5 6 7 8 9 10

Π" is turned on

0 1 2 3 4 5 6 7 8 9 10

𝜏! 𝜏!𝜏" 𝜏"𝜏! 𝜏!𝜏" 𝜏"

Π" is turned off

Flipped!



Background 2: Static Virtual Timeline [Liu et al POPL20] 

• Characterized by a time map 𝜋: 𝑍 → 𝑍
• 𝜋.(𝑡) means the amount of “available” time to Π. within global time 

duration [0, t)
• Can be “statically” computed from highest-priority to lowest-priority

available time
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⇧0 = (10, 30)
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⇧2 = (20, 50) preempted

(a). FP schedule & Virtual Timeline
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EDF Scheduling is Compositional

N partitions are schedulable 
under EDF iff.

Fixed-priority scheduling (e.g., RMS) 
is NOT compositional.     

N partitions are schedulable iff.

!
𝐶-
𝑇-
≤ 1

∀𝑖, 𝑘, 𝑟-. ≤ 𝑇-

where
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Earliest Deadline First (EDF) scheduling
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Earliest Deadline First (EDF) scheduling

Π! = (2, 5)
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Earliest Deadline First (EDF) scheduling
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Earliest Deadline First (EDF) scheduling
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Earliest Deadline First (EDF) scheduling
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Challenge 2: Limitations of Static Virtual Timeline

• EDF is compositional and fully utilizes CPU time
• Virtual timeline for EDF scheduling can only be calculated dynamically
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Our Approach: EDF Partitions w/ Bound Tasks

• EDF partitions: only considers the utilization (0!
1!

) when 
adding/removing a partition. Can schedule partitions that are not 
schedulable under fixed-priority policy.

• Bound tasks: for each task in Π.,  the task period is a multiple of 𝑇.

• This is sufficient for ensuring temporal isolation of partitions. BUT we 
still have to formally prove it.



Verification Overview

Concrete Scheduler

lsched

psched

Abstract Scheduler 
with Oblivious 
lsched

(t, Qpartition, Qtask)

lsched

abs_psched

(t, !, PriQ, Qtask)

Abstract Scheduler 
with Braided Virtual 
Timeline

(t, !, PriQ, lt, Qtask)

abs_psched

obliv_lsched

Temporal Isolation of 
Partitions

Abstract Scheduler
with PriQ

lsched

int_psched

(t, Qpartition, PriQ, Qtask)
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Concrete Scheduler

lsched

psched

Abstract Scheduler 
with Oblivious 
lsched

(t, Qpartition, Qtask)

lsched

abs_psched

(t, !, PriQ, Qtask)

Abstract Scheduler 
with Braided Virtual 
Timeline

(t, !, PriQ, lt, Qtask)

abs_psched

obliv_lsched

Temporal Isolation of 
Partitions

Abstract Scheduler
with PriQ

lsched

int_psched

(t, Qpartition, PriQ, Qtask)
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Partition-Level EDF Schedulerint psched(){
t++;
// refill partition budgets
for(int i = 0; i < N; i++){
if (t % Ti == 0){
Qpartition[i] = Ci;

}
}

// scheduling
int pid = N;
int min_ddl = INT_MAX;
for(int i = 0; i < N; i++){
if (Qpartition[i] > 0){
int ddl = t / Ti * Ti + Ti;
if (pid == N || ddl < min_ddl){
pid = i;
min_ddl = ddl;

}
}

}
if (pid < N){
Qpartition[pid]--;

}
return pid;

}

t The current global time

N The number of partitions

Ti Pre-specified period of partition Π#

Ci Pre-specified budget of partition Π#

Qpartition[i] The remaining budget of partition Π#



Concrete Scheduler

lsched

psched

Abstract Scheduler 
with Oblivious 
lsched

(t, Qpartition, Qtask)

lsched

abs_psched

(t, !, PriQ, Qtask)

Abstract Scheduler 
with Braided Virtual 
Timeline

(t, !, PriQ, lt, Qtask)
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obliv_lsched

Temporal Isolation of 
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Abstract Scheduler
with PriQ
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(t, Qpartition, PriQ, Qtask)
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Abstraction: Intermediate 
Scheduler

PriQt (p) Mapping from priority level p to 
partition ID at time instant t

int int_psched(){
t++;
// refill partition budgets
for(int i = 0; i < N; i++){
if (t % Ti == 0){
Qpartition[i] = Ci;

}
}

// scheduling
int pid = N;
for(int p = 0; p < N; p++){
int i = PriQt(p);
if (Qpartition[i] > 0){
pid = i;
break;

}
}
if (pid < N){
Qpartition[pid]--;

}
return pid;

}
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Further Abstraction: 
Braided Virtual Timeline

𝜋# Virtual Timeline for partition Π#: 
mapping from global time to 
accumulative available time

Ii (k) The amount of temporal interference 
incurred on Π# in the k-th period

int abs_psched(){
t++;
int pid = N;
for (p = 0; p < N; p++) {
int i = PriQt(p); 
if (pid == N){
𝜋" = 𝜆𝑥. 𝑥 ≥ 𝑡 ? 𝜋" 𝑡 − 1 + 1: 𝜋" 𝑥 ;
if (𝜋" 𝑡 − 𝜋"

#
$!
𝑇" < 𝐶"){

pid = i;
}

}else{
// Interference incurred
𝐼"

#
$!

++;
}

}
return pid;

}



Contextual Refinement Proof
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Partition-level scheduling: 
earliest-deadline-first (EDF)
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Schedulability proof of 
an EDF scheduler
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Schedulability Proof of EDF

Proof goal: for each partition Π., the amount of available time within 
each period is greater than or equal to its budget.
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8k � 0,⇡i((k + 1)Ti)� ⇡i(kTi) � Ci

• Abstract enough to facilitate the proof
• Proof carries down to the scheduler implementation



Schedulability Proof of EDF
Break down the proof obligation into smaller steps

[Wilding, CAV’98]

Partition Budget Period Util

Π! 10 40 25%

Π" 10 30 33%

Π$ 20 50 40%
{(150, 600), (200, 600), (240, 600)} is schedulable

=> {(150, 600), (600, 1800), (240, 600)} is schedulable

=> {(600, 2400), (600, 1800), (240, 600)} is schedulable

=> {(600, 2400), (600, 1800), (1200, 3000)} is schedulable

=> {(10, 40), (10, 30), (20, 50)} is schedulable

LCM(40, 30, 50) = 600

GCD(40, 30, 50) = 10 

LCM / GCD = 60 

Lift each (Ci, Ti) by LCM / Ti

Then enlarge a partition by Ti / GCD one at a time

Then shrink all by LCM/GCD in a single step



Schedulability Proof: Enlarging One Partition

• The total interference from other partitions does not increase
• Thus, Π# is still schedulable after enlarged by k

𝑡$ 𝑡%
𝑘𝑇#

𝑡$
𝑇# 𝑇#Other

Partitions
Π#

𝑇#
𝑡%



Schedulability Proof: Shrinking All Partitions

• If {(kC, kT), …} is schedulable, {(C, T), …} is also schedulable

shrink by k

t

t

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

0 1 2 3 4 5 6



Concrete Scheduler

lsched

psched

Abstract Scheduler 
with Oblivious 
lsched

(t, Qpartition, Qtask)

lsched

abs_psched

(t, !, PriQ, Qtask)

Abstract Scheduler 
with Braided Virtual 
Timeline

(t, !, PriQ, lt, Qtask)

abs_psched

obliv_lsched

Temporal Isolation of 
Partitions

Abstract Scheduler
with PriQ

lsched

int_psched

(t, Qpartition, PriQ, Qtask)
<latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v

Schedulability proof of 
an EDF scheduler

<latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v <latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v



Local Scheduler for Tasksint lsched(){
for(int j = 0; j < M; j++){
if (t % pj == 0){
Qtask[j] = ej;

}
}

int tid = M;
for(int j = 0; j < M; j++){
if(Qtask[j] > 0){
tid = j;
Qtask[j]--;
break;

}
}

return tid;
}

t The current global time

M The number of tasks

pj Pre-specified period of task 𝜏%

ej Pre-specified budget of task 𝜏%

Qtask[j] The remaining budget of task 𝜏%



Concrete Scheduler

lsched

psched

Abstract Scheduler 
with Oblivious 
lsched

(t, Qpartition, Qtask)

lsched

abs_psched

(t, !, PriQ, Qtask)

Abstract Scheduler 
with Braided Virtual 
Timeline

(t, !, PriQ, lt, Qtask)

abs_psched

obliv_lsched

Temporal Isolation of 
Partitions

Abstract Scheduler
with PriQ

lsched

int_psched

(t, Qpartition, PriQ, Qtask)
<latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v

Schedulability proof of 
an EDF scheduler

<latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v <latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v



Abstraction:
Oblivious Local Schedulerint obliv_lsched(){

for(int j = 0; j < M; j++){
if (lt % lpj == 0){
Qtask[j] = ej;

}
}

int tid = M;
for(int j = 0; j < M; j++){
if(Qtask[j] > 0){
tid = j;
Qtask[j]--;
break;

}
}

return tid;
}

lt The local time experienced by the 
enclosing partition

lpj Equals pj multiplied by the enclosing 
partition’s utilization (budget / period)

Π = 2, 5 , 𝜏 = (2, 15)

0 5 10 15

p = 15

lp = 6

The portion of p that is visible to Π



Concrete Scheduler

lsched

psched

Abstract Scheduler 
with Oblivious 
lsched

(t, Qpartition, Qtask)

lsched

abs_psched

(t, !, PriQ, Qtask)

Abstract Scheduler 
with Braided Virtual 
Timeline

(t, !, PriQ, lt, Qtask)

abs_psched

obliv_lsched

Temporal Isolation of 
Partitions

Abstract Scheduler
with PriQ

lsched

int_psched

(t, Qpartition, PriQ, Qtask)
<latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v

Schedulability proof of 
an EDF scheduler

<latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v <latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v



Contextual Refinement Proof

lsched

ret pid1

obliv_lsched

ret pid2

⊑

<latexit sha1_base64="MfmD70vf9m7dEvvnr+CAq4oTRHs=">AAAB+nicbVBNS8NAEN3Ur1q/Uj16WSxChVISEfUiFL14bMF+QBvCZjttl242YXejltqf4sWDIl79Jd78N27bHLT1wcDjvRlm5gUxZ0o7zreVWVldW9/Ibua2tnd29+z8fkNFiaRQpxGPZCsgCjgTUNdMc2jFEkgYcGgGw5up37wHqVgk7vQoBi8kfcF6jBJtJN/OK9+9KuoSZqILjyVcO/HtglN2ZsDLxE1JAaWo+vZXpxvRJAShKSdKtV0n1t6YSM0oh0mukyiICR2SPrQNFSQE5Y1np0/wsVG6uBdJU0Ljmfp7YkxCpUZhYDpDogdq0ZuK/3ntRPcuvTETcaJB0PmiXsKxjvA0B9xlEqjmI0MIlczciumASEK1SStnQnAXX14mjdOye152a2eFynUaRxYdoiNURC66QBV0i6qojih6QM/oFb1ZT9aL9W59zFszVjpzgP7A+vwBwO6SYQ==</latexit>

s1 = (t, index,Q)

<latexit sha1_base64="0TiOysumgVZgdi9dRmNhfdv7zbo=">AAAB/nicbVDLSgMxFL1TX7W+RsWVm2CRVpAyI6JuhKIbly3YB7TDkEnTNjSTGZKMWIaCv+LGhSJu/Q53/o3pY6GtBy73cM695OYEMWdKO863lVlaXlldy67nNja3tnfs3b26ihJJaI1EPJLNACvKmaA1zTSnzVhSHAacNoLB7dhvPFCpWCTu9TCmXoh7gnUZwdpIvn2gCr57XdSFU8REhz6aXi2c+HbeKTkToEXizkgeZqj49le7E5EkpEITjpVquU6svRRLzQino1w7UTTGZIB7tGWowCFVXjo5f4SOjdJB3UiaEhpN1N8bKQ6VGoaBmQyx7qt5byz+57US3b3yUibiRFNBpg91E450hMZZoA6TlGg+NAQTycytiPSxxESbxHImBHf+y4ukflZyL0pu9TxfvpnFkYVDOIIiuHAJZbiDCtSAQArP8Apv1pP1Yr1bH9PRjDXb2Yc/sD5/AFNKkyU=</latexit>

s01 = (t0, index0, Q0)
<latexit sha1_base64="BYn7UOcP0fHE+WZ9+PSvW28LRIM=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWCRVpCSFFE3QtGNyxbsA9oQJpNJO3QyCTMTscQu/BU3LhRx62+482+ctllo64HLPZxzL3PneDGjUlnWt5FbWl5ZXcuvFzY2t7Z3zN29lowSgUkTRywSHQ9JwignTUUVI51YEBR6jLS94c3Eb98TIWnE79QoJk6I+pwGFCOlJdc8kCW3elVmqnQKKffJg+6N0olrFq2KNQVcJHZGiiBD3TW/en6Ek5BwhRmSsmtbsXJSJBTFjIwLvUSSGOEh6pOuphyFRDrp9P4xPNaKD4NI6OIKTtXfGykKpRyFnp4MkRrIeW8i/ud1ExVcOinlcaIIx7OHgoRBFcFJGNCngmDFRpogLKi+FeIBEggrHVlBh2DPf3mRtKoV+7xiN86Ktessjjw4BEegDGxwAWrgFtRBE2DwCJ7BK3gznowX4934mI3mjGxnH/yB8fkDJa2TnA==</latexit>

s02 = (lt0, index0, Q0)

<latexit sha1_base64="f1TB7lf9p2+LCyjeOetuT3KwODs=">AAAB+3icbVDLSgNBEOyNrxhfMR69DAYhQgi7QdSLEPTiMQHzgGRZZmdnkyGzs8vMrCSE/IoXD4p49Ue8+TdOHgdNLGgoqrrp7vITzpS27W8rs7G5tb2T3c3t7R8cHuWPCy0Vp5LQJol5LDs+VpQzQZuaaU47iaQ48jlt+8P7md9+olKxWDzqcULdCPcFCxnB2khevqC86m2J6zJiIqCjMmpcePmiXbHnQOvEWZIiLFH38l+9ICZpRIUmHCvVdexEuxMsNSOcTnO9VNEEkyHu066hAkdUuZP57VN0bpQAhbE0JTSaq78nJjhSahz5pjPCeqBWvZn4n9dNdXjjTphIUk0FWSwKU450jGZBoIBJSjQfG4KJZOZWRAZYYqJNXDkTgrP68jppVSvOVcVpXBZrd8s4snAKZ1ACB66hBg9QhyYQGMEzvMKbNbVerHfrY9GasZYzJ/AH1ucPkduS2A==</latexit>

s2 = (lt, index,Q)
<latexit sha1_base64="/LJp+ZIbwB6nKbz+2e/qtYPwGR8="></latexit>

lt = b t
T
cC +min(C,⇡(t)� ⇡(b t

T
cT ))

<latexit sha1_base64="wsgr05vyhIUPKJN0ekZ3jjrk0kA=">AAAB+HicbVDLSgMxFL1TX7U+OurSTbCIFaTMFFF3Ft24rGIf0A5DJk3b0ExmSDJCHfolblwo4tZPceffmLaz0OqBezmccy+5OUHMmdKO82XllpZXVtfy64WNza3tor2z21RRIgltkIhHsh1gRTkTtKGZ5rQdS4rDgNNWMLqe+q0HKhWLxL0ex9QL8UCwPiNYG8m3i3dldeS7J8j06jG69O2SU3FmQH+Jm5ESZKj79me3F5EkpEITjpXquE6svRRLzQink0I3UTTGZIQHtGOowCFVXjo7fIIOjdJD/UiaEhrN1J8bKQ6VGoeBmQyxHqpFbyr+53US3b/wUibiRFNB5g/1E450hKYpoB6TlGg+NgQTycytiAyxxESbrAomBHfxy39Js1pxzyru7WmpdpXFkYd9OIAyuHAONbiBOjSAQAJP8AKv1qP1bL1Z7/PRnJXt7MEvWB/fTfWQ6g==</latexit>

R(s01, s
0
2)?



Verification Overview

Concrete Scheduler

lsched

psched

Abstract Scheduler 
with Oblivious 
lsched

(t, Qpartition, Qtask)

lsched

abs_psched

(t, !, PriQ, Qtask)

Abstract Scheduler 
with Braided Virtual 
Timeline

(t, !, PriQ, lt, Qtask)

abs_psched

obliv_lsched

Temporal Isolation of 
Partitions

Abstract Scheduler
with PriQ

lsched

int_psched

(t, Qpartition, PriQ, Qtask)
<latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v

Schedulability proof of 
an EDF scheduler

<latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v <latexit sha1_base64="c/yuYdlyBD6dFZwdJm3ZoTTBA0E=">AAACCXicdVDJSgNBEO2JW4xb1KOXxiDkFGZi0OQW8OIxglkgGUJPpyZp0rOku0YYQr7Au1f9BW/i1a/wD/wMZ7KAEX1Q8Hiviqp6TiiFRtP8NDIbm1vbO9nd3N7+weFR/vikpYNIcWjyQAaq4zANUvjQRIESOqEC5jkS2s74JvXbD6C0CPx7jEOwPTb0hSs4w0Tq9fRER44GhEmuny+YJbNWNS9rdEEq5RUxqVUy5yiQJRr9/FdvEPDIAx+5ZFp3LTNEe8oUCi5hlutFGkLGx2wI3YT6zANtT+c3z+hFogyoG6ikfKRz9efElHlax56TdHoMR/q3l4p/ed0I3ao9FX4YIfh8sciNJMWApgHQgVDAUcYJYVyJ5FbKR0wxjklMa1s0ekzFajBLo1n9T/8nrXLJuipV7iqFenEZUpackXNSJBa5JnVySxqkSTgJyRN5Ji/Go/FqvBnvi9aMsZw5JWswPr4BcxubUQ==</latexit>v



Challenge 1: Information Flow Vulnerability 

Though access to global time is prohibited, Π, (from Vendor A) learns 
about Π- (from Vendor B) by observing Π,’s own tasks.

Π! = (2, 5)
𝜏! = (1, 6)

𝜏" = (2, 15)

Π" = (2, 4)

0 1 2 3 4 5 6 7 8 9 10

Π" is turned on

0 1 2 3 4 5 6 7 8 9 10

𝜏! 𝜏!𝜏" 𝜏"𝜏! 𝜏!𝜏" 𝜏"

Π" is turned off

Flipped!



Evaluation: Temporal Isolation

0 50 100 150 200 250 300 350 400 450
Π4

τ4,1

τ4,2

τ4,3

τ4,4

↑ ↑↓ ↑↓ ↑↓ ↑↓
↑ ↑↓ ↑↓
↑ ↑↓
↑

↑ ↑ ↑ ↑ ↑ ↑ ↑ ↑ ↑ ↑

0 50 100 150 200 250 300 350 400 450
Π4

τ4,1

τ4,2

τ4,3

τ4,4

↑ ↑↓ ↑↓ ↑↓ ↑↓
↑ ↑↓ ↑↓
↑ ↑↓
↑

↑ ↑ ↑ ↑ ↑ ↑ ↑ ↑ ↑ ↑

0 50 100 150 200 250 300 350 400 450
Π4

τ4,1

τ4,2

τ4,3

τ4,4

↑ ↑↓ ↑↓ ↑↓ ↑↓
↑ ↑↓ ↑↓
↑ ↑↓
↑

↑ ↑ ↑ ↑ ↑ ↑ ↑ ↑ ↑ ↑

(a) solo partition

(b) w/1 other partition

(c) w/3 other partitions

Scheduling traces of partition {𝜏&,", … , 𝜏&,&} are equivalent when run with different other partitions



Proof Efforts
Item LOC in Coq

Formalization of the dynamic virtual time map and related lemmas 2,102

The schedulability proof on top of the braided virtual timelines 16,170

Functional correctness proof for the partition-level EDF scheduler's C code 2,876

Connecting the schedulability proof with the partition-level EDF scheduler 4,876

Functional correctness proof for the local task scheduler's C code 2,963

Contextual refinement proof between the local task scheduler and its oblivious 
abstraction

7,594

Grand Total 36,581



Conclusions

• Braided virtual timeline: a novel language-based abstraction for the formal 
reasoning of dynamic-priority schedulers

• A fully verified real-time OS kernel with budget-enforcing EDF partitions

• A mechanized proof of temporal isolation between partitions (no 
information leakage through real-time scheduling)

• Artifact available:   https://flint.cs.yale.edu/publications/compvtl.html

https://flint.cs.yale.edu/publications/compvtl.html


Thank you!


