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Problem:

Chip design and fabrication is becoming increasingly vulnerable to malicious
activities and alterations with globalization. An adversary can introduce a Trojan
designed to disable and/or destroy a system at some future time or the Trojan may
serve to leak confidential information covertly to the adversary.

Approach:

1. Taxonomy of Trojans
Power/Current Analysis
IDDQ Pattern Generation
Delay Analysis
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Approach and Impact

New approach: Research Impact:

e Detecting and localizing Trojans e Improve trustworthiness of chips
* Multiple power supply analysis e Improve manufacturing testing

* Novel delay trace analysis e Improve software-based diagnosis

- -
— e

e

ﬁower/CurrentAnal SIS /@ilf>kﬁa

VOl V11 <ﬁﬂ Activation

Physic al \
Ch-?ll'if‘tEﬂSHCS // Chﬂl'i(‘tf‘llSTlE'S //
e ? — - ﬁ;
< Type - Dmrlbunnr) (2 AJ:{E) fﬂﬂdumu
P ase

me T1gh>ff Lc:as)

“-:Jﬁ_,_ - T
Action ™
characteristics _/

Iﬁad]fh \

%ﬂ:hﬁ{ \

1.0 1{'\\“"Tﬂ'_«.ﬂ_‘:14:1%*" (vp@ \

bascd

@un ti GIIM’HEIIHEH L Sensor ™,

b"lSﬂd

Q‘ n:mp Vﬂlt

E:w.t >

511:1111 Large
Cﬂnsmtm wua: Q}qtﬁm’hm

““\I

Input )

Iutcum)
state "

1 o /ﬂfiodlf\

spcc' <

N

Coater/CID 7 Defec.) Reliability>

N

fraction of current

1-:-_' <1stmc*t1@ In tmmg

/Delay Analysis
o (15

— e
1)Endpoint vs least

analysis — slack mformatlon

!G‘EC! ‘es!

Frequency

ATPG tool

\Calibrated and normalizeu

current from VOO

National Science Foundation

WHERE DISCO

VERIES

B EGIN

Pattern Generation Flow

~/ 'sueloll Jo Amouoxer

NSF Cyber Trust Principal Investigators Meeting
March 16-18, 2008
New Haven, CT




