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Problem

Program analysis tools are being increasingly adopted to improve the
security, reliability, and overall quality of software because they can
rule out entire classes of errors. Yet, almost all of today’s tools have
difficulty when objects of interest are put into data structures.

Approach

Reasoning about data structures typically requires sophisticated and
burdensome logical invariant specifications from the user. We propose
a novel way to Involve the user Iin guiding the analysis by extracting
both the necessary Invariants and reasoning rules from executable
assertions in the code.
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