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Work Objectives: Early Rejection (Reject Path): Evaluation Results:

- Objectives: (1) to create the minimum number of Early _Early rejections: Matching gain:
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recent discarded traffic (Dynamic rule selection) - Statistical Filtering: Matching

- The basic idea: to add font-end rejection rules such that the gain: up to 45% in busy hours, with
overall average matching is decreased (min affect on accept 200s-400s update period The
packets) using set-cover approximation

Example: (dst_port != 80) and (proto != 6) and (proto != 1) = reject
(saddr !'=140.192.) and (dst_port I= 22.) > reject

- Optimizing the average filtering cost
while maintaining guaranteed worst case
performance using network traffic
properties (traffic-aware)

- Creating rules dynamically to reject
packets that match default-deny rule as

Implementation of proposed
techniques is simple and

early as possible without sacrificing the lightweight

accept path performance. °l

“Locality of Matching” Statistical Filtering (Accept Path):
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About 20% of the flows (of || About 20% of the flows
10 packets or more) carry (that carry about 60% of

about 70% of the total the total traffic) last 5 11 Seg ment-baSEd H Uffman Trees

traffic seconds or more
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Matching reduction for each field for different
times of day
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Segments Is a finer level of granularity, allowing us to

Ry - build highly tuned filtering structures. Skewness is N
T e more evident over segments than over rules and fields. Triggered update of the search tree keeps the
performance in the desired range. (over 1
T T T e 1000 T e w hour using alphabeT tree on fleldS)
Sampling period (sec) Sampling period (sec) 09
Skewness is an indication of the high frequency of few _ NEEEie R
values for a particular field in the traffic, and high I I I _ Seg ment-based M R U LIStS 56 i na SRR M
correlation indicates stability of this measure. R S 1 A AR
Searching through segments on MRU-basis proved to be very
simple to implement with no periodic maintenance cost, but
with a more varying processing time, and less strict worst case Tl I
bounds. T e =
o e | ‘J\.foindow update period (s;cc;o o0
Same properties were observed in segments’ Matching cost reduction by using segments-
distribution based Huffman Tree
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