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Project DescriptionProject Description
In a data-centric sensor network, sensing data are named based on attributes such as event , g
type and sensing data with the same name are stored in the same location, queries for data of type a d se s g data t t e sa e a e a e sto ed t e sa e ocat o , que es o data o
a particular name can be sent directly to the nodes storing these data rather than flooding thea particular name can be sent directly to the nodes storing these data rather than flooding the 
query throughout the network. However, saving data in the network also creates high securityquery throughout the network. However, saving data in the network also creates high security 
and privacy problems. For example, an attacker may find out/compromise/destroy the storageand privacy problems. For example, an attacker may find out/compromise/destroy the storage 
nodes for the events of his interest or trace back to the data sources.nodes for the events of his interest or trace back to the data sources.  

Example:Example:
I ild i l h bit t th d t t d l ti f h t fIn a wild animal habitat, the detected location of each type of 
animal is forwarded and stored in one location. The zoologist 
should be able to query and access all the locations, whereas 
a hunt is only authorized to access the locations of certain y
animals (e.g., dears and boars) for hunting, not that of elephants.( g , ) g, p

Attack Model:Attack Model:
•l l i tt k l l d i d i•local passive attack – local eavesdropping, no node compromise 
•global passive attack – global eavesdropping, no compromise
•compromise-based active attack – with node compromises

We propose one approach for each attack model.p p pp

Approach and ImpactApproach and Impact
A hApproaches Research Impact
• Principle of least privilege to restrict the preventing eavesdropping and traffic• Principle of  least privilege to restrict the 
access rights of mobile users

• preventing eavesdropping and traffic 
l iaccess rights of mobile users analysis

• Anonymization techniques for source location resilience to node/user compromisesy q
privacy and source-destination mapping • resilience to node/user compromisesprivacy and source destination mapping

O ti l h i f filt i d t ffi • proposing the notation of statistically•Optimal mechanism for filtering dummy traffic • proposing the notation of statistically 
strong source anonymitystrong source anonymity

Technical DetailsTechnical Details
Based on the principal of least privilege we design several security restriction schemes• Based on the principal of least privilege, we design several security restriction schemes
hi h l t th th l t i il i d t li h th i t kwhich only grant the user the least privilege required to accomplish their tasks. 

• To preserve the privacy of source-destination location mapping, we provide private data-
location mapping based on various types of cryptographic keys. pp g yp yp g p y
• To provide event source location privacy under global passive attack, we introduce dummy To provide event source location privacy under global passive attack, we introduce dummy 
traffic such that the traffic patterns of sensor nodes that detect real events are statisticallytraffic such that the traffic patterns of sensor nodes that detect real events are statistically 
indistinguishable from when no real events occur while minimizing the transmission latency forindistinguishable from when no real events occur, while minimizing the transmission latency for 
real events Further dummy traffic is proactively filtered and dropped before they reach thereal events. Further, dummy traffic is proactively filtered and dropped before they reach the 
d ti tidestinations. Publications:
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INFOCOM 2008.Optimal placement of proxies for filtering dummy trafficA mobile sink is granted the least privilege  based on its 

projected trajectory and time of task
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