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Problem & ChallengesProblem & Challenges
Many countries block access to grey materials To access blockedMany countries block access to grey materials.  To access blocked 
contents, users can relay traffic via an unblocked proxy. We address the , y p y
challenge of helping users discover proxies’ addresses while shieldingchallenge of helping users discover proxies  addresses while shielding 
h f h d f hthem from the radar of the censor.

K l id ’ hKaleidoscope’s approachKaleidoscope s approach
Disseminate proxy addresses over a p2p overlay whose links reflect real p y p p y

world trust relationships between usersworld trust relationships between users.  
Ensure each node learns only a small subset of proxies As the censor isEnsure each node learns only a small subset of proxies.  As the censor is 

unlikely to infiltrate a large fraction of users he cannot discover many proxiesunlikely to infiltrate a large fraction of users, he cannot discover many proxies.
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P ‘ d ti tProxy ‘s advertisement

R l ‘ d ti t Approach and ImpactRelay ‘s advertisement Approach and Impact
Encrypted web trafficEncrypted web traffic

New approach ImpactNew approach Impact

• Leverages social trust to •Help users in censored domain• Leverages social trust to 
iti t th S bil tt k

•Help users in censored domain 
bl k d t i lmitigate the Sybil attack access blocked materialg y

D t t t b ild• Limit how much a user can •Demonstrate new ways to build 
learn of other nodes

y
decentralized systems using trustlearn of other nodes decentralized systems using trust

Technical Descriptionp
• Kaleidoscope forwards proxy advertisements using short random routes [Yu et al ] EachKaleidoscope forwards proxy advertisements using short random routes [Yu et al.]. Each 
node constructs a routing table mapping each incoming link to a randomly chosennode constructs  a routing table mapping each incoming link to a randomly chosen 

t i li k d f d d ti t di l Sh t d t toutgoing link and forwards advertisements accordingly. Short random routes guarantee 
that a proxy is only known to a small number of nodes and that no decoy proxy can p y y y p y
advertise itself to many nodesadvertise itself to many nodes. 
•Relay nodes forwards traffic to known proxies Relays advertise their own addresses to•Relay nodes forwards traffic to known proxies. Relays advertise their own addresses to  
h l th t ith t i i i t d ti t dhelp the system serve more users without requiring proxies to advertise to more nodes.

• Simulation results show more than 85% users have unblocked proxy service even whenSimulation results show more than 85% users have unblocked proxy service even when 
2% users collude with the censor and act as informants We used routes of length 102% users collude with the censor and act as informants . We used routes of length 10.
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