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INFERENCE CONTROL FOR PRIVATE QUERIES

Enables a client to perform aggregate database queries subject to a
server’s inference control policies:
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» Extends earlier inference control work of » \We provide several solutions that

Woodruff and Staddon (2004) to the more tradeoff communication and computation
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We consider two specific inference control rules:

Strict ICR: A query Is allowed If its indices do not intersect with the indices of any
previous query.

Relaxed ICR: A query Is allowed If the cardinality of the intersection of the indices
with all previous queries Is less than a specified threshold t.

We provide several cryptographic protocols to satisfy these inference control
rules and the privacy requirements:
Protocol 1). Uses homomorphic encryption and oblivious polynomial evaluation.

Protocol 2). More efficient when there are fewer queries, but queries involve more
Indices.

Protocol 3). Reduced communication when there are more queries.
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