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Problem

An essential mission of sensor networks Is to manage sensor data such that
useful data are stored safely and authorized users can securely access data of
their interest. Many existing protection schemes are limited in: (a) lack of
protection for advanced data management, (b) disrupting normal data
management operations, (c) high overhead and lack of adaptability to balance
security and overhead, and (d) no systematic solutions to counter multiple types
of attacks simultaneously.
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Approach and Impact

Proposed Sensor Data
Protection Schemes

Location privacy protection schemes

- Profecting gateways. sensor nodes, data

requesters and aggresate data storages or
proxy nodes

- Countermg attacks such as stealing roufing

mformation, packet content analysis, traffic
pattern analysis, etc

- Thwarting selective attacks on particular

nodag

Data confidentiality protection schemes

- Protecting confidentiality of data during

forwarding

- Protecting confidentiality of data in storage
- Nof mterrupting normal data management

operations such s dafa aggregation and
distributed data retrieval
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Data integrity protection schemes

- Profecting mtegrity of data durimg forwarding
- Profecting mtegrity of dafa m storage
- Dealing with false data injection from

compromised torwarding nodes or from
compromised data sourcas

Data reliability protection schemes

- Protecting data i both local and aggresate

storage nodes

- knablimg distributed and partially-redundant

sorage as well as efficient dafa retneval and
S

- Providing flexibility to explont the tradeoff

befween data reliability, storage overhead and
refrieval overhead

and protection schemes
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New approach

 Phase |. Developing new schemes
for privacy, confidentiality, integrity,
and reliabllity protection

* Phase ll: Integrating schemes with
a hierarchical and modular software
structure

Research Impact: The research will
result in

* An Integrated solution to defend
against multiple attacks
simultaneously

e Suggestions on resolving
iIncompatibility among different
security schemes

 New cryptographic and non-
cryptographic methodologies
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