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ProblemProblem
An essential mission of sensor networks is to manage sensor data such that g
useful data are stored safely and authorized users can securely access data ofuseful data are stored safely and authorized users can securely access data of 
th i i t t M i ti t ti h li it d i ( ) l k ftheir interest. Many existing protection schemes are limited in: (a) lack of 
protection for advanced data management, (b) disrupting normal data p o ec o o ad a ced da a a age e , (b) d s up g o a da a
management operations (c) high overhead and lack of adaptability to balancemanagement operations, (c) high overhead and lack of adaptability to balance 

it d h d d (d) t ti l ti t t lti l tsecurity and overhead, and (d) no systematic solutions to counter multiple types 
of attacks simultaneously.of attacks simultaneously.

Approach and ImpactApproach and Impact
New approachNew approach

• Phase I: Developing new schemes• Phase I: Developing new schemes 
f i fid ti lit i t itfor privacy, confidentiality, integrity, p y y g y
and reliability protectionand reliability protection

• Phase II: Integrating schemes with• Phase II: Integrating schemes with 
hi hi l d d l fta hierarchical and modular software 

structurestructure

Research Impact: The research willResearch Impact: The research will 
result inresult in

• An integrated solution to defend• An integrated solution to defend 
i l i l kagainst multiple attacks g p

simultaneouslysimultaneously

• Suggestions on resolving• Suggestions on resolving 
i tibilit diff tincompatibility among different 
security schemessecurity schemes

• New cryptographic and non-New cryptographic and non
t hi th d l icryptographic methodologies

Ph I O i i l h t ti l tt k Ph II A h t i t tPhase I: Original schemes, potential attacks, Phase II: Approach to integrate 
and protection schemes Schemesp

NSF Cyber Trust Principal Investigators Meeting
March 16-18, 2008

New Haven, CT


