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P2P systems as an economy:
- peers offer data and services for sale
- peers pay each other with anonymous e-cash
- peers have an incentive to participate, not just altruism
- accountability without sacrificing privacy: no reputation

Why can’'t we afford to sacrifice privacy for the sake of

Exam p I es accountability?

1.File sharing (BitTorrent): - Without privacy guarantees, P2P systems for anonymizing

services, e.g. onion routing (Tor) and anonymous remailers, would
?eetLS pdayt eacth_ Oth%l’ be unattainable. Also, in P2P, users have expectation of privacy.
Oor tne Adala retrieveaq.

2.0nion routing (Tor): pay
peers for routing traffic

(mo_tl\_/ate mpre PEETS to - A buyer withdraws an e-coin from the bank, spends it with a
partICIpate, INCrease seller, the seller deposits (cannot transfer e-coin from the seller to

anonymity)_ anyone other than the bank).

What is anonymous e-cash?
- Participants: bank, buyers, sellers

- Protocols: withdraw, spend, deposit

3 B k : - A coin IS untraceable: the information the bank sees In the
.BaCKUp SEIVICES. withdraw protocol does not allow it to tell when the coin was spent
even when colluding with the seller).

NSF Cyber Trust Principal Investigators Meeting
March 16-18, 2008
New Haven, CT

National Science Foundation

WHERE DISCOVERIES BEGIN




